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Q Investigador Asociado
en la Universidad de
Bristol, Inglaterra, en
los Departamentos de
“Aerospace
Engineering” y
‘Computer Science”
2003-2010

INSTITUTO POLITECHICO MACIONAL
LA TECRIICA AL SERVICIO DE LA PATRIA

A little

& . itraveluk. co.uk

SCOTLAND

Rothbury+ ble

about me

Population
+ Less than 10000 < 100001 - 300000
= 10000 - 50000 3 200001 - 1000000

Embleton © §0001 - 100000 {0 Ower 1 hillion People

*Alnwick
A

hitaruay
vorpethie ) Dual Cariageway
Halbwhistle
. +Hexhami; NEwcastle o 30 60 miles
Wiaten,  Agarisle C{Sunder\and & B0 100 kilarmetres
= Durham
< warkingiang® MEYPTE  penrin = kmn%ﬁme”‘”'
+ Keswicl Apple &~ Middlesbr h
Whibsh + iddlesbrou
aven shdp s Darlington T
senscale +AMbleSide «Richmand
Lndall * Leyburn Pickering Scarborough!
sThirsk ¥
Bariow]l| Furness & Ripon Eridlingto
Mers=mbe g o ncaster #5518, L Knaresborough Tl =T
Sklptons o o York
Blackpool Bradford, a Tomm
ackpool Feldds tea + Baverlay
Prestoi i | HUIS W ERarnses
Feprne, i {_\_ﬁaq
olteri Scunthorps
\gat Manchaster DoncasteT G mshy
: Wa,. S Q\O faerham -Sa |t l=et
e, itrave R heffield s ens Mablethorps
:h Mau:lﬁflelde wBusdon. i L0 T Stinein |k
e e MatlEEle +Coningshy’
whm: urch Stoke SleaFord. .wmngle
S Mottinghar® wellsinext the Sea
Marhet Braytons Derby e arantham
* west Felbon tafford Psestd
b PRldIng g 1
OShrewsbury' Coalvlle ~xKlngs,Lynn Great varmouth
s ( \\QLemesteros«szm sWisbech N orwichis
e} Wﬂ!v_/e{,_uf:n {3 Peterborough
Birminghai = /ﬂ [ = Corby Loweshort
¢ LU low W < Kettering < Thetford
Leom| oNarthampton Buryst Edmunds
+Leomin: % Skt upor Avo erdiron Cambrldg Al I
Ipswich
) BN o osuabur2P
@ Letchwdith
(ﬁchelnenham Lutnn OCuI(hP_‘.l:Er
oucester A
oCirencestar O Dxrord o:nelmsrnnd
“ipemel nempsuaau
=6 SxSwindod D'd‘n\—‘*b oaasudcm
e m ,,
Weston -SUpsraMEre 6, OBoh o ez "W th”amaﬁ

Lyntan ¢ 2uInham on 5= eomb"dggmslngsmke = omornmm o) —/—-_-omaudsmna Bnberbury
o warminster Thhams ridie
° et + Slmhorou G"'Idmmmw\eyomngr\dgeh Fé’\'b?weﬂe
e, o i bon, Salisbury= inchester e [
e Southampten
e & Tiverton e thmhmg Lewes  Halisham asmgs
okshamptan (" Lyme Regis borchestr Portsimolith Br‘ghtm Eastbourne
CrEweter, ool w%?ﬂournamouth
‘{‘kyzxmoutn Weymout|
o uay
Plyrmouthe
,/ustms ,}[’U . itraveluk. co.uk
mnmwmmou:n
-



A little about me

A Investigador Asociado en el

Instituto Nacional de
Astrofisica Optica y Electrénica
(INAOE), Departamento de
Electrénica, 2010-2011

Q PTC Universidad Politécnica de
Guanajuato, 2011

QO Director General de Innovacion

y Desarrollo (SEGOB), 2011- =~ . .
2013

Q Profesor Investigador, CIC- IPN,
desde 2013
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What | have done

en Computacian
Instituto Politéenico Nacional

Mobile Cyber Security Compressive sensing
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A Moving Target Defense Strategy for Internet
of Things Cybersecurity
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L1 norm minimization
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Mercado-Velazquez, A. A., Escamilla-Ambrosio, P. J., & Ortiz-Rodriguez, F. (2021). A Moving Target
Defense Strategy for Internet of Things Cybersecurity. IEEE Access, 9, 118406-118418.
Escamilla-Ambrosio, P. J., Robles-Ramirez, D. A., Tryfonas, T., Rodriguez-Mota, A., Gallegos-Garcia, G., &
Salinas-Rosales, M. (2021). loTsecM: A UML/SysML Extension for Internet of Things Security Modeling. IEEE
Access, 9, 154112-154135.
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Towards a Visual Grammar for IoT Systems
Representation and their Cybersecurity Requirements

Broadcasting of
identification information

5
Insecure wireless
communications

Smart light
system bulbs |
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A Bio-Inspired Cybersecurity Scheme x
to Protect a Swarm of Robots
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What | have done

Fuzzy and Neuro-Fuzzy Systems

Compressive sensing

x 'E%ﬁ :

Compression
Random projection

RN
min |x|

Recovery
L1 norm minimization

Gomez-Cabrera, A., Escamilla-Ambrosio, P. J., Rodriguez-Mota, A., & Happa, J. (2020, August). Towards a
Visual Grammar for [oT Systems Representation and their Cybersecurity Requirements. In 2020 IEEE
Colombian Conference on Communications and Computing (COLCOM) (pp. 1-6). IEEE.

Hernandez-Herrera, A., Espino, E. R., & Escamilla Ambrosio, P. J. (2018, October). A bio-inspired
cybersecurity schemeto protect a swarm of robots. In Mexican International Conference on Artificial
Intelligence (pp. 318-331). Springer, Cham.



Digital Twin for SHM What I have done

data integration data transmission
data cleaning
data processing
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Project 1 Resilient Internet of Things (18 months)
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Resiliency Property: A system that “remains safe and secure in the advent of
faults and threats that could be even unpredictable at design time or could
emerge during runtime.” Laprie [1]

Resilient system is one which is dependable and secure: “The dependability
property of a system is defined to be the combination of the following attributes:
availability (readiness for correct service), reliability (continuity of correct
service), safety (absence of catastrophic consequences), integrity (absence of
improper system alterations), maintainability (ability to undergo modifications
and repairs). Security includes availability, integrity, and confidentiality
(the absence of unauthorized disclosure of information).” Ratasich et al. [2]

[1] J.-C. Laprie, “From dependability to resilience,” in Proc. 38th Annu. IEEE/IFIP Int. Conf. Dependable Syst.
INSTITUTO POLITECNICO NACIONAL Netw. (DSN), Jun. 2008, pp. G8-G9.
E LA TECRICA AL SERVICIC DE LA PATRLA [2] Ratasich, D., Khalid, F., Geissler, F., Grosu, R., Shafique, M., & Bartocci, E. (2019). A roadmap toward the

resilient internet of things for cyber-physical systems. IEEE Access, 7, 13260-13283.



Thesis 1: Digital twin for resiliency in a swarm of robots

¢Is not an attack, it is a fault?
¢it is not a fault, it is an attack? Fault Attack Tree
¢Is an attack tree an input to a
fault tree? ¢And vice versa?

Top Event: Toxic
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E LA TECKICA AL SERVWICIO DE LA PATRIA

Input data

S2A;

Level 0
communication (C,)

Level 1
communication (C,)

Training:

Thesis 2: Deep learning-based techniques to detect, analyze,
and defend cyber-physical intrusion in loT systems

Deep Learning-based Anomaly Detection in Cyber-physical Systems

Control system logs

D,

Testing
or \
Detecting

Input data

Data
processing

}—-f Trained models \—% Anomaly score \—» or

Type of anomalies

Detection strategies

Implementation
&
Evaluation
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(<,

DLAD models
RNN Anomaly score
— Output layer —r
Autoencoder Prediction error
Loss
function Reconstruction error
CNN Ground truth Label
Hybrid models Update

| Normal status |

e Inputdata

\ Anomaly \

Taxonomy of deep learning-based anomaly detection methods

® Attacks
I: Network communication layer

Control system

® Faults
I:: Sensor layer
Control system
® Neural network design

I: RNN CNN GAN, etc
Custom models

® Anomaly scores
Sensor and actuator data -
Prediction error
Network traffic data Reconstruction error
Predicted label

System calls and logs
Time-series data

@ Implementation ® Evaluation
Data from real-world systems TP/FP/FN/TN
Testbed Precision/recall/F ,/ROC
Simulation Case study

Luo, Y., Xiao, Y., Cheng, L., Peng, G., & Yao, D. (2021). Deep learning-based anomaly detection in
cyber-physical systems: Progress and opportunities. ACM Computing Surveys (CSUR), 54(5), 1-36.
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Project 2: Internet of Things and Crowdsensing for Pollution
Monitoring and its Effects on Health

The Smart E-bike Monitoring System (SEMS) to collect real-time usage & sensor data

Mobile/Website
P P PP PP for riders to view
: & share ride data

Smart E-bike
Monitoring System
(SEMS)
real-time usage
& sensor data, .
open source, Control of
powerdby Rt optional
bike battery
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Laboratorio de estudios fotovoltaicos a pequena escala

Especificaciones

Existen paneles ya instalados, y paneles que
estaran destinados tGinicamente a pruebas y toma
de datos en condiciones particulares de soiling,
obstrucciones y etc.

La instalacién destinada a este fin como
laboratorio de pruebas tiene las sig.
Caracteristicas:

Modelo del panel: CS3U-365P Canadian Solar
Cantidad: 9

Potencia: 365.00 watts

Produccién del sistema: 422.23 kWh/mes
Tamaiio del sistema: 3.24 kW

Area aprox.: 22.50 m2

Modelo de inversor: YC600

Marca: APSystem Cantidad: 9

Herramientas adicionales

Continuacion

FLIR VUE Pro - 336, 13mm, 9Hz, NTSC, Cémara
térmica para uso profesional, adaptable a dron.

Quadrotor/Dron Inspirel mod T600, control
remoto a mas de 5km sin obstrucciones,
camara de 12Mp efectivos.

I-V500w, Compatible con
Htanalysis,Trazadora de curvas |-V 1500V.

SOLARO02, unidad remota con sensor de
irradiancia, compatible con I-V500w

PT300N Temperature, Sensor de
temperatura ambiente y temperatura de
celdas, compatible con I-V500w
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Thesis 6: Solar charging station for quadcopters

S el R
Transmitter coil

Banery charge 35
controller

i’ DC-DC converter
’ 24V DC

Balance charger

Wireless
Charging

System

Current
Transmitting Circuit

WPT subsystem in charging station

Jawad, A. M., Jawad, H. M., Nordin, R., Gharghan, S. K., Abdullah, N. F., & Abu-Alshaeer,
M. J. (2019). Wireless power transfer with magnetic resonator coupling and sleep/active
strategy for a drone charging station in smart agriculture. IEEE Access, 7, 139839-139851.
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NVIDIA Jetson Nano Re SO u rce S

IoT Development kits

JetBot

Zolertia wireless sensor
network platform

J
ol !

INSTITUTO POLITECNICO NAGIONAL
L& TECNICA AL SERVICIC DE LA TATRIA



Links

University of
BRISTOL

Yy 0\;\
sl
A 4.’ 85 &
=F-=]N\"
{ 255
= D JOI:
o8 73 03}
RETIPLY
IRVINE

UNIVERSITY of CALIFORNIA + IRVINE

CITY Uva

UNIVERSITY OF LONDON
EST 1894

UNIVERSITY
OF TWENTE.

- YROBERT GORDON
RGU J UNIVERSITY ABERDEEN

I
&Qs(Queen Mary

University of London

HOLLOWAY

UNIVERSITY OF

0),430)248D, THE UNIVERSITY
of EDINBURGH

INSTITUTO POLITECNICO NAGIONAL
L& TECNICA AL SERVICIC DE LA TATRIA



More Information

For more information visit:
= http://www.cic.ipn.mx/index.php/es/acerca-de-rym
= http://www.cic.ipn.mx/~pescamilla/

Or contact:

Dr. Ponciano Jorge Escamilla-Ambrosio
Laboratorio de Robotica y Mecatrdnica
Centro de Investigacion en Computacion
Instituto Politécnico Nacional
Tel. 55-57-29-60-00 Ext. 56646
pescamilla@cic.ipn.mx, pjorgeea@gmail.com
http://www.cic.ipn.mx/~pescamilla/
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